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Abstract

Human Security (HS) represents a useful tool for identifying contemporary challenges in promoting well-
being, whose measurement models generally take the national context into account. This study aimed to:
a) identify a measurement framework for HS in the everyday life of urban localities; and b) describe a
methodological alternative for structuring this framework from a replicable perspective. Its relevance lies
in providing an instrument for monitoring the daily conditions of HS, as well as making the entire
methodological process apparent, allowing for replication in other studies. The methodological
alternative began with an initial theoretical reference from 819 articles, with 56 being more closely related
to the study's specificity and six directly contributing to the inventory with 103 HS items. Subsequently,
this alternative consolidated the dimensions of HS, their indicators, expert review, and instrument pre-
testing. The final result identified 40 indicators, that operationalize the dimensions, are interpretable
locally, and serve as guidelines for micro-scale public policies for HS.

Keywords: human security, urban life, local context of human security, human security measurement
scale

Resumo

A Seguranga Humana (SH) representa ferramenta util para identificar desafios contemporaneos de
promogdo do bem-estar,cujos modelos de mensuragdo consideram, geralmente, o contexto nacional. Este
estudo objetivou: a) identificar uma estrutura de mensuragdo da SH, no cotidiano de vida urbana em
ambito local; b) descrever uma alternativa metodoldgica dessa estruturagdo sob uma otica replicavel. Sua
relevancia consiste em disponibilizar instrumento para acompanhamento das condi¢des cotidianas da SH,
bem como tornar aparente a integra do processo metodologico oportunizando replicagdo a outros estudos.
A alternativa metodologica apresentou referéncia tedrica inicial de 819 artigos, sendo 56 mais aderentes
a especificidade do estudo e seis diretamente contributivos do inventario com 103 itens de SH.
Sequencialmente essa alternativa consolidou as dimensdes da SH, seus indicadores, a revisdo por
especialistas e o pré-teste do instrumento. O resultado final identificou 40 indicadores,
operacionalizadores das dimensdes, interpretaveis localmente e ordenadores de principios de politicas
publicas de SH microescalar.

Palavras-chave: seguranca humana, vida urbana, contexto local da seguranca humana, escala de
mensuracdo da seguranca humana
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1 Introduction

The debates on Human Security (HS) presented by Atienza (2015), Stoett (2016) Walton
and Akimoto (2016), among others, have presented the broad approach as a theoretical
alternative capable of promoting greater effectiveness in the execution of research projects or
in the formulation of government policies related to the topic (Breslin & Christou, 2015; Buzan,
2004; Deudney, 1991; Carr et al, 2020; Nobre, Bezerra, & Kuhlmann, 2016), encompassing
issues relating to state security, which are characteristic of the narrow approach (Rodrigues,
2012).

This approach to HS focus on addressing human problems in a general sense, through
the analysis of their vulnerabilities, involving aspects such as: hunger; disease; natural disasters;
economic recession; unemployment, among others This approach appears to have the capacity
to ensure improvements in the operationalization of the concept, advancing in the identification
of various threats related to the individuals and their living conditions. In this sense, measuring
HS is a useful tool for understanding the contemporary challenges in promoting well-being for
people in urban contexts, especially in terms of interventions to improve people's lives (Graham
& Poku, 2000), considered multifaceted and exercised through various areas of intervention,
namely: economic, food, sanitary, environmental, personal, community, and political security
(UNDP, 1994).

Thus, HS is realized when all the domains of daily life that constitute it are considered,
which encourages the search for universal measures of various items (Tadjbaksh & Chenoy,
2007).

Commonly, HS is evaluated from a top-down, macro-scale perspective. On the other
hand, studies that address its instrumentalization on a local, bottom-up scale are rare (Koonings
& Kruijt, 2007). Lemanski (2015) notes that the HS agenda would need to incorporate the
micro-scale to understand how HS affects people's daily lives in cities and, thus, contribute to
the formulation of government interventions at the local level.

The literature on HS reinforces the importance of its discussion (Kuhlmann; Faro,
2012), involving its operationalization indicated by a variety of methodologies (NOBRE,
Bezerra, & Kuhlmann, 2016). The measurement of HS guides its application as a public policy
and as a guiding principle in policy formulation (Carr et.al., 2020).

Therefore, an analysis framework for HS at the local level, according to Boyce and Katz
(2021), tends to provide more effective responses to meeting human needs, contributing to the
contemporary debate about the necessary emphasis on micro-scale HS interventions, making it
visible at this level (Sotlar & Tominc, 2019).

In this regard, this research aimed to a) identify and validate a measurement framework
for HS in the context of its content and face, within a local and everyday life context of
individuals; and b) describe the methodological process of constructing this measurement
framework, in order to enable reflection within the scope of the study and its replication.

It should be noted that, for the purposes of this study, the local environment of people's
everyday lives is situated in an urban, industrialized area with a diversity of economic and age
strata.

It is recognized that public managers and other municipal authorities have strived to fill
the gaps left by some higher levels of governance, seeking consistent and decisive public sector
leadership from the bottom up. From this perspective, the results of this study can contribute to
measuring the dimensions of HS and thus serve as alternatives for planning actions aimed at
improving the well-being of the population (Anderson & De Jong, 2020).

For this purpose, this study utilized a methodological approach that prioritized
theoretical-empirical studies generated through bibliometric procedures, which allowed for the
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review of theoretical content as well as any items in operationalizing instruments for the HS
construct. This exploratory design aimed at the development and content validation of a data
collection instrument, considering the local level of intervention, utilizing expert opinions, and
assessing its reliability through a pilot test with respondents characteristic of the target audience
of interest, using the data collection instrument resulting from its content and form validation
with experts.

2 Brief historical overview and conceptualization of HS

The debate on HS emerges in the context of discussions about society's developmental
processes and the improvement of human conditions after the Cold War, which redefined the
concept of security, linking its conception to individuals as opposed to the state, as the point of
reference (De Almeida Rocha, 2017). This shift resulted from the attempt to broaden the
definition of human development, extending beyond issues related to state security (Rodrigues,
2012). Thus, HS began to consider the basic needs of individuals beyond their physical integrity
(Dalby, 2009; Evans, 2008; Hoffmann, 2010), taking into account their vulnerabilities, from
narrower aspects to various other threats that encompass life in society (Fukuda-Parr &
Messineo, 2012).

The concept of HS became formally articulated in 1994 with the publication of the
United Nations Human Development Report, which formalized the concept of HS as a
milestone in the approach to security at the individual level. It was seen as a useful tool for
understanding contemporary challenges in promoting people's well-being, initially grounded in
two aspects: freedom from want and freedom from fear. These aspects respectively mean
keeping people safe from serious threats such as disease, hunger, and crime, and safeguarding
them from harmful disruptions in their daily lives, such as wars and genocides (Hoffmann,
2010).

Later, in order to ensure greater relevance to the concept, the motto "freedom to live in
dignity” began to be emphasized, gaining more prominence with the institutionalization of the
Human Security Unit [HSU] of the United Nations, responsible for strategic plans of HS in
partnership with governments, institutions, and civil society (Oliveira, 2020).

3 Dimensions and approaches to intervention in HS

Considering the breadth and certain subjectivity that the themes freedom from want,
freedom from fear, and freedom to live in dignity encompass, consequently, the emergence of
critical perspectives on these topics (Buzan, 2004; Hansen, 2012; Paris, 2001), the UN, in an
effort of synthesis and direction, presented seven different core components of HS, also referred
to as dimensions, namely: economic security; food security; sanitary security; environmental
security; personal security; community security; and political security (UNDP, 1994).

This subdivision reinforces the idea that HS, instead of being understood as
homogeneous, is perceived as multifaceted or multidimensional (Bambals, 2015). Thus, these
dimensions emphasize the need for greater focus on "the human citizen and the ability of people
to live without dramatic obstacles to their well-being, whatever the cause" (Owen & Liotta,
2006, p. 46) and in the long term (De Almeida Rocha, 2017; Oliveira, 2018). Table 1 describes
the synthetic notion of the seven dimensions of HS, in line with Oliveira (2020).
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Table 1 — HS Dimensions
Dimensions Interventions
Economic With opportunities for goods and services for work, employment, and income.
Security

Food Security

With poverty alleviation, given the lack of hygiene, housing and education in needy
regions.

Sanitary With health care, well-being, and life preservation plans.
Security

Environmental | With practices to protect the ecosystem and conserve biodiversity in a healthy environment.
Security
Citizen In accordance with the law, ethics, and best practices, within the framework of
Security trustworthiness in the policy structure and the assurance of justice, these should serve as

paradigms for the values upheld by the State in the prevention of crime, the control of
violence, and the rehabilitation of criminal punishment.

Community S

With successful stability in overcoming prejudice, intolerance, inequality, discrimination,

Security exclusion, manipulation, and vulnerability.
Political Under democratic governance and public policies geared towards the collective welfare,
Security within the framework of norms and principles of Human Rights and Humanitarian Law,

which underpin the values of harmonious relations in society between the State and
citizens, even in situations of crisis, conflict, or post-conflict, political security is intricately

linked with legal security.

Source: Prepared by the authors (2021).

The interventions associated with each dimension follow a multidisciplinary
perspective, in two forms: one of a more personal nature and the other of an interpersonal and
collective nature.

The first one takes place in response to the recurring violence stemming from civil
conflicts against populations, self-inflicted harm related to drug use and suicide (personal
security); unstable living conditions, material deprivation, inadequate daily food intake
(economic and food security); and challenges in accessing healthcare services and medical
attention (health security) (Rodrigues, 2012).

The second occurs in the face of precarious environmental conditions, which
compromise the protection and conservation of biodiversity and ecosystems (environmental
security); human rights violations, resulting from the absence of democratic processes and
unreliability in political and justice structures (political and citizen security); and violence
between population groups in situations of vulnerability, such as intolerance, inequality,
prejudice, exclusion and manipulation (community security) (Oliveira, 2020; Rodrigues, 2012).

These conceptual approaches aimed at Human Security (HS) appeared to encompass
two types of interventions. The first type involves macro-scale top-down interventions,
addressing security in terms of civil conflict, with practices stemming from the strategies of
national, global, and international actors and institutions, as found in Bolton (2011), Igbal
(2006), Kumssa, Jones, and Williams (2009). The second type comprises bottom-up micro-
scale of the everyday interventions, with a focus on poverty and violence, based on experiences
conducted by citizens, local organizations, and subnational institutions, as discussed by
Koonings and Kruijt (2007) and Lemanski (2015). This latter type underscores the relevance of
locality for potential adaptations of HS measurement indicators.

4 Ways of measuring HS and the local agenda

Taking into account the ways to measure HS, Owen (2008) and Tadjbakhsh (2008)
already emphasized the importance of its measurement, which aims to gather reliable and
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interpretable data to assist governments and intergovernmental agencies in protecting and
promoting HS in people's everyday lives.

In this direction, analyzing HS constitutes a relevant discussion on the topic and
provides a significant methodological framework by revisiting alternatives previously used for
its measurement, contributing to a more accurate operationalization (Kuhlmann & Faro, 2012;
Perez De Armino, 2013), given the opportunity to combine objective, subjective and mixed
assessments (Thomas, 2004).

.This tends to promote a more effective understanding of how HS affects people's
everyday lives in communities and, consequently, brings successful responses to meeting the
population's needs (Boyce & Katz, 2021; Sotlar & Tominc, 2019; Graham & Poku, 2000).

A similar rationale is presented by Carret et al. (2020, p. 15), reinforcing that the
"perspective of being able to quantify HS needs on any locally defined security spectrum that
covers all major security issues is appealing to policymakers and agencies," which can be of
great value for policy related to the Sustainable Development Goals (United Nations, 2019).

5 Methodological procedures

The procedures used for content and face validation (Haynes, Richard, & Kubany, 1995;
Schiller et.al., 2021) involved four stages, namely: theoretical preparation using bibliometric
procedures to gather theoretical-empirical studies; development of indicators, based on the
content gathered from the examined theoretical-empirical material; review by experts of the
proposed indicators to verify their wvalidity, considering content, form, domain
representativeness, and suitability for measurement purposes; testing the pre-final version of
the indicator scale for empirical verification of its consistency among individuals residing in a
typical area of the local environment in people's everyday lives, as proposed in the study. Thus,
the Greater ABC Region in the State of Sdo Paulo, Brazil, was selected, as its indicators align
with the attributes of the intended local context in this study. Figure 1 presents the stages
conducted in the research and their respective activities.

Stage 1, referred to as Theoretical Preparation, aimed to gather theoretical-empirical
studies through a literature search related to HS to identify studies considered relevant for this
research. These studies provided measurement models, allowing a review of HS approaches
and context, as well as variables present in measurement, techniques, and scales used to
aggregate and analyze data related to the primary findings and author's considerations. Most
importantly, it helped identify indicators that generally corresponded to the HS taxonomy
proposed by the UNDP/UN.
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Step 1

Theoretical preparation Survey of theoretical-empirical studies:
(Bibliographic research process with bibliometric resources)
Step 2 ¢

Generation of indicators Composition of starting items:
(Determination of quantity, statements and response format)
Step 3 ¢

Expert review

Step 4 ¢

Testing the pre-final version of the scale

Step 5 ¢

Validated scale proposal

Content and face validity:
(Judgment of indicators and first necessary adjustments)

Administration of indicators in a sample:
(Field procedures and final scale adjustments)

Scale completion:
(Recommendations for use and interpretation)

Source: Prepared by the authors (2021).

Thus, the Web of Science was used as the database, accessed through the Coordination
for the Improvement of Higher Education Personnel (CAPES) Periodicals Portal. The eligibility
and exclusion criteria for the studies followed the parameters of an advanced search using eight
topic terms or keywords in the English language, filtering articles published from 2017 to 2021,
and combining results as described in Table 2.

Table 2 — Search criteria used in Web of Science

Criteria Description
Advanced Search Allows you to form and combine different results
TS= Search for topic terms in the following record fields: title, abstract, keywords,
and author
Topic terms “human security” and the following variations: “economic security”, “food

security”, “healt security”, “environmental security”, “citizen security”,
“community security” and “political security”

Restriction by language | English

Stipulated time Last 5 years
Combination of results AND
Citation log Descending order

Source: Prepared by the authors (2021).

The studies were filtered by title and scanning type reading, identifying those directed
to the scope of this research. Subsequently, the skimming reading was implemented (DE
SORDI, 2013) and the relevant information was recorded, steps that reduced the set of articles
to a reduced number of cases in which the HS measurement metrics involved indicators with
different applications and used one or more dimensions. This procedure sought to highlight
both unstructured content and content already formatted as an indicator associated with the HS
concept, as well as highlighting the methodological approach used in each study. The outcome
of this phase is elucidated in the Results and Discussion section.
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Phase 2, here referred to as "Generation of Indicators," took the set of contents gathered
from the theoretical-empirical material examined in the previous stage and aimed to: identify
attributes present in discussions involving local specificity issues about HS, as well as contents
represented in different assertions, which required an effort to aggregate and/or adapt them into
a single statement (indicators), or the creation of new statements when existing ones did not
reflect local specificity. This process occurred through an analytical comparison of attributes
and indicators, revealing theoretically similar contents. As a result, dimensions and indicators
were defined to compose the initial instrument for measuring the HS construct, as described in
the results.

Next, Phase 3 comprised the Expert Review of the indicators generated in the previous
stage, which encompassed content and format validity. In this regard, experts' judgment
expressed this validation through four criteria: is the item representative of the dimension to be
assessed? Is the item suitable for the purposes of the measurement? Is the item expressed in a
clear and understandable manner for the research's target audience? Would you make any
changes to the content of this item?

Each of these criteria was assessed using dichotomous options (Yes or No) that
considered the condition under evaluation for each indicator from both a theoretical and
semantic standpoint, as well as proposing different textual constructions if deemed relevant.
Each dimension was operationalized with five indicators. Furthermore, after presenting the set
of indicators, experts were allowed to provide additional comments on the need for inclusion
or exclusion of indicators or any other aspects they considered necessary when evaluating the
dimension and proposed indicators. Upon completion of this stage, the initial data collection
instrument to be used in the next phase was developed.

Thus, a validation instrument for the HS construct was sent, via email, to ten experts
with proven academic experience on the subject and a doctorate degree, three of which are
linked to state universities, two to a municipal university and five federal universities. In this
context, Google forms resources were utilized for the creation and formatting of the
questionnaire, as well as for data collection through self-completion.

Phase 4 then involved the pilot application of the initial instrument, utilizing face-to-
face interviews. This aimed to assess the understanding of both content and format of the
indicators and dimensions. The intentional sample comprised 30 respondents, ranging in age
from 18 to 60 years, with diverse income and education levels. This sample included individuals
from both the economically active and non-active populations, through personal interviews.

The interview initially involved responding to the data collection instrument, followed
by requesting feedback, questions, and any difficulties regarding the wording of the indicators
and the measurement scale for each indicator. This feedback guided the implementation of
adjustments to the instrument. This process also allowed for estimating the average time
required for questionnaire completion and refining it for self-completion.

Two pilot rounds were conducted, as adjustments were made based on the results of the
first round, including a new arrangement of the dimensions and their respective indicators.
However, the second application was conducted with a different set of participants who
matched the same profile, in order to assess the validity of the instrument with the new
adjustments.

Finally, in Phase 5, the formatting of the measurement instrument for the HS construct
was consolidated, adopting the order of arrangement of the dimensions and respective
indicators evaluated in the second round.

6 Results and discussions
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The bibliometric resources applied in Stage 1 allowed for the initial identification of
819 (eight hundred and nineteen) articles in the Web of Science database, using the previously
described topic terms or keywords (Table 2). These articles were organized in descending order
based on the number of citations, and the refinement of results for each keyword set was carried
out according to the following eligibility criteria: the study should present at least one of the
dimensions of HS in accordance with the taxonomy proposed by UNDP/UN, and it should
reference the application of the HS concept in a local context.

All the articles were examined through scanning reading of titles, keywords, and
abstracts. As a result, 56 articles were saved for analysis, with relevant information being
summarized through skimming or pre-reading. The overall view obtained from each article
facilitated the selection of six articles based on their relevance, as they met the proposed criteria
for inclusion in this research. These contents revealed 103 indicators, as described in Table 4.

Among the studies gathered, Santos et al. (2014) proposed a shortened version of the
Brazilian Scale of Food Insecurity (EBIA), focusing on food security. They tested two models:
one containing seven questions and another containing five questions, which were subjected to
a agreement analysis involving 230 families in Pelotas/RS. The latter was considered more
pertinent and adopted as the short version of EBIA, as it yielded similar results to the original
scale with fewer questions.

On the other hand, Bambals (2015) examined the benefits resulting from the application
of the seven dimensions proposed by UNDP (1994) for HS, analyzing the impacts of floods in
the Ogre River region in Latvia. This case study highlighted the perceived threats to all seven
dimensions of HS by the local population and evaluated the population's trust in different actors
regarding their effectiveness in ensuring security. The results contributed to the research's value
as an instrument for exploring specific disaster environments in the context of microregional
analysis.

Furthermore, Atienza (2015) investigated how people in risk-prone environments define
HS using the framework of the Preliminary Human Security Index from the Center for
Integrative and Development Studies at the University of the Philippines. The study focused on
examining five municipalities in the Philippines and used the seven HS dimensions identified
by UNDP (1994) to formulate indicators applicable to the Filipino context. The study centered
on assessing people's concerns.

Sotlar and Tominc (2019) carried out a survey of public opinion in Slovenia on security-
related issues over the last 25 years. The focus of the investigation was to examine residents'
and police officers' views on security phenomena in 24 Slovenian municipalities. These authors
argued that a sense of (in)security is built on subjective evaluations. Furthermore, these
assessments can vary considerably, under the influence of gender, geographic, political, social,
professional, age, cultural factors, among others.

This study raised the subjects' perception based on an extensive series of phenomena
related to security, based on the question: how worried are you about? [...]. It reinforces the
importance of residents' perception of security phenomena to ensure support for both
policymakers and agencies and services responsible for providing protection and security. For
these authors, taking public opinion into account increases the legitimacy of the policies to be
implemented. The study they carried out discussed six dimensions of UNDP/UN HS, with the
exception of food security (Sotlar & Tominc, 2019).

Pereirinha and Pereira (2019) addressed issues related to economic security as the sole
dimension of HS, based on existing social deficits in Portuguese society, specifically focusing
on the available income that families have to meet their needs. For the study, they constructed
five indicators aimed at a subjective dimension of economic insecurity in families and two
indicators aimed at an objective dimension.
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Carret et al. (2020) operationalized a model in New Zealand with the goal of creating a
simple and useful measure for HS in contemporary situations. In this perspective, they used the
dimensions of the HS concept defined by the UNDP/UN as indicators, i.e., variables directly
observed for measuring HS, along with the dimensions of cybersecurity and national security,
which were measured based on "how secure people felt they currently were in a specific place
and time regarding each of these dimensions, in order to assess HS on a scalable basis (Carr
et.al., 2020)." Additionally, they grouped the nine dimensions into three conceptual categories,
based on the difficulty of meeting human needs, namely: proximal (personal, health, food);
social (cyber, community, economic, environmental); and distal (national, political).

The examination of these six articles highlights the diversity of HS (Human Security)
measurement proposals, in terms of their dimensions and indicators, serving different
applications ranging from the measurement of only one dimension of HS, through the seven
domains (UNDP, 1994), and expanding them to nine with the inclusion of traditional themes
(such as national security), as well as a more contemporary one like cybersecurity. The latter is
justified due to its emerging discussion in current times, due to the increasing use of the Internet
and the resulting problems from unauthorized third-party use of personal data, in addition to
issues related to the personal privacy of its users (Carr et.al., 2020).

Table 3 displays the main results of the survey of theoretical-empirical studies,
particularly the content of 103 items identified in the studies and their respective linked
dimensions: economic security (18); food or nutritional security (12); health or sanitary security
(9); environmental or ecological security (11); personal or citizen security (15); community
security (20); political security (14); cyber security (4).

From the dimensions and items present in the selected approaches, the specific indicator
generation stage was carried out. This process was based on the analysis of content and potential
indicators, leading to the creation of a unique set of indicators to establish the initial
measurement instrument for the construct. These indicators were obtained through adaptations
of original items or content addressed by the authors regarding human security, as well as the
development of our own indicators — especially those created from evidence extracted from
these approaches and contextualized to the environment of interest, namely, the daily life of
urban areas, industrialized settings, and a diversity of economic and age strata. Consequently,
the main question was formulated, resulting in the generation of 40 indicators, with five for
each of the eight proposed dimensions (Santos et.al, 2014; Bambals, 2015; Atienza, 2015;
Sotlar & Tominc, 2019; Pereirinha & Pereira, 2019; Carr et.al., 2020).

Santos et. al., (2014) emphasize that for research with very large samples, it is
recommended, when possible, to use a reduced number of questions for each dimension of HS,
as a high number of indicators increases response time. Thus, the shorter version of the
instrument could facilitate its application. Based on this understanding, eight dimensions of HS
and 40 indicators were considered, as mentioned earlier, opting to shorten the wording of the
indicators as a viable alternative to reduce response time.

Table 3 — Dimensions and number of HS indicators

Dimensions Items/Indicators raised in the literature
Economic Employment loss;; financial losses; Financial crisis; poverty; income risk; loss of
Security home; access to public education; regular source of income; Employment

Opportunities; access to credit; inability to bear unexpected expenses; financial
dissatisfaction; inability to meet expenses; weight of charges and delay in payments.

Food Security In the last 3 months, have you: been worried that the food in your home would run out
before you were able to buy, receive or produce more food?; Availability of food at
affordable prices; [...] the food ran out before you had money to buy more?; [...] ran
out of money to have a healthy and varied diet?; [...] or has an adult in your home ever
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reduced the amount of food in their meals, or skipped meals, because there was not
enough money to buy the food?; Frequency of food consumption; [...] Have you ever
eaten less than you thought you should because there wasn't enough money to buy
food? Food was in insufficient quantity; Experience of involuntary hunger; Experience
food shortages.

Health Security | Deterioration of health; availability of health facilities; emergency; timely service;
health insurance member; infectious diseases; alcoholism; use of drugs.

Environmental Increased pollution in the neighborhood; source of drinking water; experience of
Security natural disasters; inundation; drug needles discarded in public places; accumulation of

garbage in public places; destruction of the environment.
Citizen Security | Excessive speed and traffic accidents; technological disaster; organized crime;
criminal act; physical aggression; land ownership; suicides; street violence;
attacks/rapes; thefts, home robberies; domestic violence.
Community The increase in inequality in society; perceived security; improving security levels;

Security experience and frequency of violent conflict; level of security that leads residents to
leave the community; civilians carrying weapons; reduction in births; drug trafficking;
properties in ruins; presence of people of different ethnic origins; foreign workers;
tourists; refugees, illegal immigrants; Loud music; outdoor events at night; illegal
parking; prostitution and vandalism.
Political Security | Political rights; diminished freedom; trust in government officials; corruption; extreme
nationalism; terrorism; military threats posed by other states; disputes with
neighboring countries; sale of national assets; political instability; energy dependence;
scientific and technological delay.
Cybersecurity Confidentiality; integrity; availability; cyber attacks.

Source: Prepared by the authors (2021)

In this present study, the theoretical reflection regarding the minimum content to be
included in each dimension of HS converged towards the adoption of five indicators under the
assumption that the included contents would reliably operationalize each dimension, leading to
a feasible minimum sample. It should be noted that, on the one hand, large samples result in
greater non-sampling error and higher costs, while, on the other hand, the sample size needs to
meet the requirements of multivariate statistical analysis techniques outlined in the study, such
as exploratory and confirmatory factor analysis, both of which are essential in the analytical
process for structuring concept scales and, therefore, subsequent statistical procedures
following the stages presented in this study. Hil & Hil (2006) and Maroco (2014), among others,
are authors who emphasize the need for at least 5 (five) cases and ideally 20 cases, or sometimes
50 cases, for each indicator proposed in the operationalization of a construct. With these
considerations in mind, Table 4 presents the proposed set of indicators for each dimension of
HS, preceded by a contextualized approach to presenting the indicators.

To carry out the measurement of HS, based on the assessment of each indicator included
in the operationalizing scale of this construct by the target audience, in sampling processes,
some of the presently selected studies used various instruments. These instruments ranged from
binary options, with choices of Yes/No (Santos et.al., 2014; Carr et.al., 2020), to Likert-type
scales with three points regarding the feeling of concern (very, somewhat, not at all) (Sotlar &
Tominc, 2019), with four points concerning agreement opinions (strongly agree; tend to agree;
tend to disagree; strongly disagree) (Bambals, 2015), and even extending to five points
concerning opinions about the representation of security issues, expressed only at the ends of
the scale (not considered a problem and considered a major problem) (Sotlar & Tominc, 2019).

Specifically, the study by Pereirinha and Pereira (2019) considered the average value of
items collected over a period of time as a measurement method, while the study by Atienza
(2015) analyzed the Human Security construct using open-ended questions.
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The central recommendation in the development of measurement scales is that basic
properties related to reliability, validity, and sensitivity should be considered (Cummins &
Gullone, 2000). Increasing the number of gradations on the interval-scale metric tends to
contribute to this. Therefore, the present study opted to use a measurement instrument for the
level of concern about human security situations with 11 points, ranging from 0 (zero) to 10
(ten), as illustrated in Table 4, aiming to enhance the instrument's sensitivity to the variability
of the target audience and promote internal consistency of the instrument.

Regarding the measurement scale of the indicators, it is pertinent to emphasize that the
literature considered in the development of the instrument emphasized the word "concern" as
a guiding term for the assessments of HS. This would facilitate the understanding of the
respondents since the term "human security" is not common in people's everyday lives.

The decisions made in this study regarding the structuring of the measurement process
of the HS construct, embodied in the data collection instrument, were then submitted to experts
who evaluated the content and form of the instrument, in accordance with the validation
requirements mentioned earlier (Elliot et.al., 2012; Costa, 2011).
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Table 4 — Set of HS indicators sent for review by experts
Preliminary approach to indicator content
Thinking about the living conditions in your daily life or in the daily lives of families who live in this city, what is
your level of concern with each situation presented in the sentences. To respond, you will indicate a score between
“0” (zero) and “10” (ten). Zero represents the feeling of No Concern and Ten represents the feeling of A Lot of
Concern.

No Concern Extreme
Concern

]
| Initial indicators by dimensions |
1. [...] have run out of food before being able to buy more.
| | 2. | [...] having to buy low quality food to be able to eat. |
= 3. [...] reduce the amount of food in meals due to lack of money.
| g | 4. | [...] reduce the number of meals a day due to lack of money. |
= 5. [...]lack of food, for a whole day, because I didn't have money to buy it.
| | 6. | [...] the family's total income is not enough to meet needs. |
= 7. [...] not being able to pay unexpected expenses or increase in family expenses.
| = | 8. | [...] delay in paying any installment or bill. |
S 9. [..]reduce family income if someone loses their job.
| - | 10.] [...] not have access to loans in case of need. |
11. [...] not have access to health service units in the city.
| E‘| 12. | [...] not having medical help in case of emergency. |
& 13. [...] not having adequate medical care in case of infectious disease.
| E | 14.] [...] have medical care by telephone or computer, via the internet. |
“15. [..]not having guidance or access to healthcare in case of drug use or mental health problems.
| | 16. | [...] suffer threats or physical aggression from another person or groups of people. |
17. [...] suffer some type of accident (work or traffic).
| § | 18.] [...] suffer threats from organized groups (for example: gangs, militias, drug trafficking). |
£ 19. [...]suffer some type of urban violence (for example: assault, robbery, theft, kidnapping).
| © | 20. | [...] not have confidence in the work carried out by the police. |
o 21. [..]some important information searched on the Internet is not true.
| § | 22.| [...] have your personal data used illegally. |
5 23. [...] have their privacy invaded with the disclosure of personal data.
| 'EJ 24, | [...] be afraid of being scammed online. |
© s, [...] experience some type of defamation or aggression on social networks.
| | 26. | [...] be discriminated against due to religion, sexual orientation, racism, or any other types of prejudice. |
& 27. [...] occurrence of vandalism in the area where you live.
S| 28.] [...] various noises in the area where you live (for example: loud music, noise, fights, or other events of
£ this type).
§ 29. [...] the possibility of violent conflicts occurring in the area where you live.
| © | 30. | [...] having to change address due to lack of security in the area where you live. |
‘E 31. [...] quality of the water that reaches your home.
| g | 32.] [...] air pollution in the area where you live. |
_g 33. [...] flood or landslide that could hit your residence.
| 2 | 34.] [...] accumulation of garbage in public places in the area where you live. |
= 3s. [...] the presence of open sewage in the area where you live.
| | 36. | [...] loss of rights and freedom as a citizen. |
= 37 [...] not have access to give an opinion on local government projects or actions.
| 2 | 38. | [...] not having their citizen needs met by public bodies. |
= 39. [...]behavior or actions of local politicians.
| A~ | 40. | [...] the performance of justice. |

Source: Prepared by the authors
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The result of the evaluation by the experts indicated the exclusion of one indicator and
the respective inclusion of another, as well as the need for semantic adjustment in the text
regarding some indicators, in addition to adjusting the temporal reference of the situation to be
evaluated by the respondents, which was linked to the perspective of the possible occurrence
of the type of event over time. Although HS is an abstract concept and not used in everyday
language (Atienza, 2015), which initially suggested asking people about their main concerns,
among the experts there is a predominance of the suggestion to replace the measurement of
feeling of concern with the measurement of agreement/disagreement opinion regarding the
presented indicators. Table 5 summarizes the suggestions of the experts as well as other
adjustments made by the researchers necessary to align with the changes from the group of
experts.

Table 5 — Changes proposed by experts in the main question and indicators

Approach after expert judgment

I will mention some situations that may or may not represent your living conditions. To respond to each situation
that I will present, you will use CARD X. “0” (zero) indicates that you “Totally Disagree” with the situation
presented and “10” (ten) indicates that you “Totally Agree” with the situation presented. Thus, the less you agree,
the lower the score should be and the more you agree, the higher the score should be.

Dimensions: Summary of the main changes proposed to the indicators
Food Security | Inclusion: “in the last three months” in statements 1 to 5.
Economic Inclusion: “in/in these three months”; Reversal of the statements in statements 6 and 7, for a
Security favorable connotation in relation to the identification of the dimension.
Health Inclusion in statement 13 “infectious disease”, covering the item for “hospitalization and
Security surgery”’.
Personal Inclusion: “in the last three months™ in all indicators. Statement 18 referring to threats from
Security gangs, militias or drug trafficking was replaced by an indicator related to “security around the
home”.

Cybersecurity | Adjustments to the texts of indicators 21 to 25, with the inclusion of words such as: “I needed”,
“I had”, “I suffered”. Item 22 — replacement of the term “illegally used” with “used without
authorization”.

Community | Inclusion: “in the last three months”; Statement 27 — replacing the term “area where you live”
Security with “in my neighborhood”. Statement 28 changed from “noise in the area where you live (loud
noise, fights or other events of this type), to “...I had difficulty resting, sleeping or working

because of noises near my house”.

Environmental | Inclusion: “in the last three months”, Assertive 32 — replacement of “air pollution” with

Security “serious pollution”.
Political Inclusion: “in/these last two years; Assertive 38 — replacement of the term “citizen” and
Security replacement of the term “local government” for “public bodies”.
Changing of
the measuring | Totally disagree
instrument Totally agree
R A A

Source: Prepared by the authors based on content and face validation (2021).

For the pre-final version test of the scale, 30 subjects were interviewed in the first pilot

study in the fortnight of November 2021, through face-to-face application. This activity brought
refinements to the text and adjustments in the order of arrangement of some proposed
indicators. Due to these changes in the writing order, punctuation, and word substitution in the
statement structure representing the indicator, the second pilot study, an additional field
activity, was conducted, with the instrument applied to an equal intentional sample size. After
this supplementary activity, no need for changes in the wording or content of the indicators was
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observed. Therefore, the final proposal of the data collection instrument for measuring the HS
construct at the local level was established, as described in Appendix A.

7 Final considerations

From the composition of the indicator scale to operationalize the dimensions of the HS
construct and the measurement scale of these indicators generated by the implemented
methodological process, some considerations can be pointed out.

The first of these concerns the development of bibliographic research activities, as well
as the resources and bibliometric procedures to be employed. Thus, it is emphasized the
relevance of theoretical exploration that ensures a comprehensive survey of theoretical-
empirical studies, based on one or more reliable databases. Furthermore, it is necessary to
establish a clear definition of the criteria for inclusion and exclusion of studies in order to select
only the approaches relevant to the scope of the work, as well as to the measurement purposes
sought.

Furthermore, it becomes relevant to define observable requirements in the studies, in
addition to identifying the content and items that will serve as the basis for the composition of
the scale indicators: the context of approach to the construct present in the study; the sample
and techniques used; the instruments employed; the way the results are disseminated; the
reported limitations and proposed suggestions for future studies.

The second consideration focuses on planning the stages to be executed and detailing
the activities. Therefore, it is important to highlight the recording of the step-by-step
methodological procedures performed, which can be included as an appendix to facilitate the
replication of the work by other researchers.

Although not part of the activities in this study, to assess the scale's reliability through
Exploratory Factor Analysis (EFA) and, subsequently, Confirmatory Factor Analysis (CFA)
procedures, is recommended.

Please note that the proposed indicators refer to respondents' perception of aspects of
their life, depending on their own assessment, i.e., the socially constructed perception of
security, thus constituting a subjective evaluation. To measure the actual state of security
objectively, it is important to consider other objective indicators for each dimension of HS, to
be applied in addition to the developed scale.

Important attention to be considered in conducting studies, given that HS is abstract and
not commonly used in everyday language, so that the content of the indicators addresses the
concerns of the subjects. Words like threats, fear, worry, apprehension, or crisis, for example,
can be used. Nonetheless, it is crucial to evaluate their appropriateness for the target audience
and the nuances of the content being assessed, considering their significance within the local
and temporal context, and customizing the indicators accordingly.

One limitation of this study is that the analysis is predominantly restricted to the Web
of Science, with occasional reference to Google Scholar. Future research should expand the
sample from national repositories. However, the indicators and their relevance in the local and
temporal context must be reviewed, customizing the items and content into themes that
operationalize HS, reafirming the need to include new insights into human needs. Such insights
can be investigated using the scale developed here, considering the sociodemographic
characteristics of the target audience and local specificities, as well as the evolving context of
society.

In this context, cybersecurity, for example, appears to be a prominent dimension among
the set of basic human needs. This is due to the variety of threats to personal security faced by
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the population across different age groups and social strata who use the internet, as well as the
advancements in technological resources, legal norms for citizen protection, and their effective
enforcement. These factors justify its inclusion among the dimensions of HS.

Finally, it should be noted that the intention of this study was to develop a scale for use
in urban contexts to assess HS. The generated results aim to contribute to the planning of
government actions and policies, particularly regarding the need to prioritize interventions
based on observable variables at the local or micro-scale of HS.
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Appendix A - Proposed Indicators for Measuring the Human Security Construct on a Micro Scale
Dimensions | Ind. Final Indicators
1. In the last 3 months, food in my home ran out or I had concerns that it would run out before I could afford
to buy more food.
Food 2. I bought lower-quality food in order to sustain myself over the past 3 months.
. 3. I had to reduce the amount of food in my meals over these last 3 months due to lack of money.
Security 4. In these past 3 months, I had to cut down on the number of meals per day due to financial constraints.
5. There was a day in these last 3 months when I went without food because I didn't have the money to buy
any.
6. In the last 3 months, the family income was sufficient to meet all our purchasing needs.
7. I was able to cover unexpected expenses or any increase in family spending in the last 3 months.
Economic 8. In the last 3 months, I was late with the payment of any installment or bills I had to pay due to a lack of
Security money.
9. In these past 3 months, I needed to take out or consider taking out a loan to cover my family's needs.
10. My family's income has decreased in the last 3 months.
11. I needed medical assistance at a health center and couldn't get it.
12. I had a health emergency and couldn't receive care in this city.
H 13. I needed hospitalization for medical treatment or surgery and couldn't get it.
ealth - - - -
. 14. I needed health guidance or recommendations and couldn't access any medical services by phone or computer
Security in this city.
15. I needed mental health care (psychiatrist, psychologist, therapist, and similar services) and couldn't receive
it in this city.
16. I have suffered or had the fear of suffering some form of threat or physical aggression from other people in
the last 3 months.
Citizen 17. In t_lg: list 3 months, I have suffered or had the fear of suffering some form of work-related or traffic
- accident.
Security 18. I had the fear of walking around the vicinity of my house in the last 3 months.
19. In the last 3 months, I experienced assault, robbery, theft, or express kidnapping.
20. I did not trust the work carried out by the police in the last 3 months in this city.
21. I needed some information on the Internet that I thought was important, and then I found out it wasn't true.
22. I was afraid that my personal data found on the Internet would be used without authorization.
Cybernetic 23. I have had or am worried about having your privacy invaded online?
Security 24. I suffered or was afraid of falling for some kind of online scam.
25. I had concerns about experiencing or went through some form of pressure, defamation, or aggression on
social media.
26. I was afraid of being discriminated against or experienced discrimination based on religion, sexual
orientation, racism, or other forms of prejudice in my neighborhood in the last 3 months.
Communit 27. I witnessed or heard about some form of vandalism in my neighborhood in the last 3 months.
y 28. In the last 3 months, I had difficulty resting, sleeping, or working due to noise near my home.
Security 29. I have witnessed some form of conflict between neighbors or violence in my neighborhood in the last 3
months.
30. In the last 3 months, I thought about moving to a different address due to lack of security in my neighborhood.
31. Considering the last 3 months, the water that arrived at my house was of good quality.
Environme 32. In the neighborhood where I live, there has been some form of serious pollution in the last 3 months..
ntal 33. I was concerned in the last 3 months that my house might be affected by floods, landslides, explosions, or
. some other similar problem.
Security 34. In the last 3 months, there has been an accumulation of garbage near my home.
35. There has been a sewage system rupture or open sewage leakage in the neighborhood where I live in the last
3 months.
36. In the last 2 years, I was afraid of losing my rights and freedoms as a citizen.
37. I had concerns about the way the justice system has been operating in the last 2 years.
Political 38. In these past 2 years, I had needs that were not met by public agencies.
Security 39. I was worried about the behavior or actions of city politicians, considering these last 2 years.
40. In the last 2 years, the municipal government offered alternatives for public participation in decisions about
public policies.

Source: Prepared by the authors (2021).
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